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<?php

$x = (string) $_GET['X]; //ensure we get a string not array

$x = preg_replace(“/["w]/”,””, $x); //[remove any characters that are not a-z, A-Z, 0-9 or _

$x = substr($x, 0, 10);//restrict to a maximum of 10 characters

if(lpreg_match(“/*a/i”, $x)) {//this value must only begin with a or A

$x ="

}

echo ‘<b>’ . htmlentities($x, ENT_QUOTES) . ‘</b>’; //escape everything according to context

of $x
>

ZE90E:  “Warning:substr()expects parameter 1 to be string, array given” .

H T PHP L VRl — N GET K AAL B E (045 5, Al ] B 44 BT VER I S AN I, AR AT BB R AN 211
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AR TXHTML XML RS, ARSI HTMLSE A . W SRR — > SR AR i T — AN A AR 25
L B AIRZE 29N ? ELan:

<script>x="value here’;</script>

fE—/NJavaScriptf AR fi i, BGUXAE, IR FI</script>. JE A IX L ) i, xS w] DU R DR R
XSSHilio MBI TP T

Vector 1: ‘,alert(1),//
Vector 2: </script><imgsrc=1 onerror=alert(1)>

AT ERAME ST, AR Z I RN A EAN S AT, OB T— 4> JavaScriptZ it N . X 2R
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<script>alert(\u0061°);//’a” in a unicode escape </script>

PRm] L2 8 ] 3 TT & i Hackvertor T Bt fTunicode 4t 1 1 A AT UnAT TARR, B 2 RAE 1 g iy xf
2 PP S IABEHEAT ORI, R AR

<?php
functionjsEscape($input) {
if(strlen($input) == 0) {
return “;
}

$output = ;
Sinput = preg_replace(*/["\\x01-\x7F]/”, *”, $input);
$chars = str_split($input);
for($i=0;S$i<count($chars);$i++) {
$char = $chars[$il;
if(preg_match(“/"\t$/”, $char)) {
Soutput .= \\t’;//don’t unicode escape but using a shorter \t instead.
Double escape remember!
continue;//skip a line and move on the next char

}
$output .=sprintf(“\u%04x”, ord($char));
}
return $output;
}
7>
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<?php

if(preg_match(“/"\t$/”, $char)) {
Soutput .= \\t';

continue;

}

7>
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<?php
functionjsEscape($input) {
if(strlen($input) == 0) {
return ”;
}

$output = “;
$input = preg_replace(“/["\x01-\x7F]/”, “”, $input);//remove any characters outside
the range 0x01-0x7f
$chars = str_split($input);
for($i=0;S$i<count($chars);$i++) {
$char = $chars[$i];
$output .=sprintf(“\u%04x”, ord($char));//get the character code and convert to
hex and prefix with \u00
}

return $output;

}

>
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<script>x="&#39;,alert(/This works in XHTML/)//’;</script>
<script>x="&apos;,alert(/This also works in XHTML/)//’;</script>
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<div title="&gt;” id="x">test</div><script>alert(document.getElementByld('x’).title); </script>
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<a href="#" onclick="x="&#39;,alert(1),&#39;’;">test</a>
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<div id="x"></div><script> //this is bad don’t do this with innerHTML document.
getElementByld(‘x’).innerHTML="<?php echo jsEscape($_GET['x]);?>";</script>
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<div style="xss:expression(open(alert(1)))’></div>
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—471JavaScript I H . EXAME 7, A& — AN “XSS” BeaE M, (HE B REE “color” B
“font-family” o iEFATHRLE DB, HIFEMSCSSHIME, HERPITH 4. T RGTEERN “e” P47
Yt AL 2R S A

Hex escape: <div style="xss:\65xpression(open(alert(1)))’></div> Hex escape with trailing

space: <div style="xss:\65 xpression(open(alert(1)))’></div> Hex escape with trailing

space and zero padded: <div style="xss:\000065 xpression(open(alert(1)))"></div> Hex escape

with trailing space and zero padded and comment: <div style="xss:\000065 /*comment*/
xpression(open(alert(1)))’></div> Hex escape with trailing space and zero padded and HTML encoded
comment: <div style="xss:\000065 &#x2f;&#x2a;comment*/xpression(open(alert(1)))’></div> and
finally hex escape with encoded backslash with trailing space and zero padded and HTML encoded
comment: <div style="xss:&#x5¢;000065 &#x2f;&#x2a;comment*/xpression(open(alert(1)))’></div>

MG VRS R R AR ARG, AT A T I e AR, IR BEXHEREAT W 8 (0 N b B e, IF
T AR R e A, DN BMER BT S A CS S 5 T AE Ay ) oA . B ST A T =, AR TT LA
BRI X CSSIARE— AN E M UHT A2 0K . SEEE, RCLXCSS Regfit X — &, i H,
Norman Hippert# B el H i 4 2] 7 PHPZ .

........................................................................................................................... R FAR IR T
PRI B/ B fametak s I LG — A SRR A UTF-85 784, BL{ERR AT — N UHTMLS
Sl B AT LU F T

<!doctype htmI><htmI><head><meta http-equiv="Content-Type” content="text/html;
charset=UTF-8" /> ... your content ....

KRR TPk R Bt A HEAX &, IR 9B R A SCRIRT S BN S 4% L AOARERC, 2 T . S5,
AR T Dave Rossy i % B4 () hrvE Rt




.................................................................................................................. EFHILEH T3 HTML

RIS R W e — 9, Rt 45 B RIS BAUCHIZ A B R 5, EHEREEHRE
LM T MREERIEOR, BRI L ug A, IF RILERRAEE A A, TRA SR AR 4R .
A BAAEZXANBG IR L, 228, SR E. RBU R MR AN . &Y 7MW HTMLReg 13
SERER) HTML 3 pE4s, ART DU ERAR I A2 7 AR i N EEA R ks . (H2, B dUR=alios A o
JEAS I BURE

<script>
functionyourFilter(input) {
var output = “ , pos = 0;
input = input + “; //lensure we have a string
functionisNewline(chr) {
eturn /A\f\n\r\u000b\u2028\u2029]%/.test(chr);
}

functionoutputSpace(chr) {
if(1/Ms$/.test(output.slice(-1)) && lisNewline(chr)) { /skip new lines and
multiple spaces

}

}

functionoutputChars(chrs) {
output += chrs;

output += chr;

}
function error(m) {
throw {
description: m
h
}
functionparseHTML() {
arallowedTags = /*<\/?(?:bli|strong|s)>/,
match;
if(allowedTags.test(input.substr(pos))) {
match = allowedTags.exec(input.substr(pos));
if(match === null) {
error(“Invalid tag”);
}else {
pos += match[0].length;
outputChars(match[0]);
}
}else {
outputChars(‘&lt;’);
pos++;
}
}

functionparseEntities() {
varallowedEntities = /"&(?:amp|gt|lt);/,
match;
if(allowedEntities.test(input.substr(pos))) {



match = allowedEntities.exec(input.substr(pos));

if(match === null) {
error(“Invalid entity”);
}else {
pos += match[0].length;
outputChars(match[0]);

}else {
outputChars(‘&amp;’);
pos++;

}

while(pos<input.length) {

chr = input.charAt(pos);

if(chr === '<’) {
parseHTML();

} else if(chr === ‘&) {
parseEntities();

} else if(/Ms$/.test(chr)) {
outputSpace(chr);
pos++,

} else if(chr === >’) {
outputChars(‘&gt;’);

pos++;

} else if(chr === ") {
outputChars(‘&quot;’);
pos++,

} else if(chr === ") {
outputChars(‘&#39;");
pos++,

} else if(I"[\w]$/.test(chr)) {
outputChars(chr);
pos++;

} else {
pos++;//move to the next character but don’t output it

}

}

return output;
}
</script>

TR D T RN Y, O B T A, i A NSRS S o SKAE R T e Y o 2
FHLIEFE S ML AT o ARAT LT HAZ ATy LS EC R IR i SR AR th JavaScriptédi 5, H AT LR 7 Z b e il
PRI I 5
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Gareth Heyes, gazheyes@gmail.com

RSP IR R R, TR AR 33X SR 2 i 8 O s TR R A SR N 2, TR
Deepak Subramanian deepak.subramanian@owasp.org

Kate Hartmann kate.hartmann@owasp.org

OWASP Podcast

iHJim Manico ¥ #
OWASP#E& R4 HJim ManicostA T4, JHRFIB T 2 e 2T K. AR, ARG 7k HOWASPAZEK
THZ 4 fdason LideE, Mok A KEA-GAIHE & et ] TAER, LUK H & a4 5) OWASP Y
HER

e
2L

lLOdCaSE Podcast 44 https://www.owasp.org/download/jmanico/owasp podcast 89.mp3

OWASP Zed B#ifR# (ZAP)

I HA4TS: Simon Bennetts
2011 £ 6 H, OWASP Zed WiiftH (ZAP) 1.3.0 lRAEX KA. Xt—NEHA B E A, KhE
W T IESVAY, R T R kAL . B As T A, .

B, A IBroFuzz /%1%, JHELHE T RES B 34z BT CSRF Bl 4 W1 A

BN SSLAETS, Bk, RELAT LA — NG AR CA, ARG Ak VA% 15 I (1) SSL %z
—ANAPLFT “J53k” 8 daemon X, ‘& SRVFIF RN DK ZAP VS I BIAIAT T S AL sl A B
BeanShell ({34, ik, ZAP ] UAhAY RS HA S,

AT [ B 5

10 MBS M SCFE (BRIGEDIAN) o

Bt (1) bug B R ARCA CZE] T BN, DSZRAATIAT . JFAE ™ R B U AR Al AT ok o

T H 37 N: Simon Bennetts ( ¥4 Psiinon) , 7& AppSec EU K4 H1 AppSec USA k£ Ik E KT ZAP (1]
Tk

BUEAT 5 MR NG ZAP Ml AN JUE A BIDGE N U TAE, ZAP GRERFEER, JF Cldine Jprit) “ Hom”
WHZ .
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